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Each Competent organization is an expert 
in a certain area of malicious activity 

1

2
3

45

COORDINATION CENTER 
for TLD .RU and .РФ                                            
 

INTERNET USER

INTERNET
USER

MALICIOUS
ACTIVITY

COMPLAINT ABOUT
MALICIOUS ACTIVITY

REQUEST
TO TERMINATE
DOMAUN NAME
DELEGATION

TERMINATION OF
DOMAIN NAME DELEGATION
AND NOTIFICATION
TO THE  REGISTRANT

NOTIFICATION
ABOUT ELIMINATING 
THE REASON OF BLOCKING

In 2012 Coordination Center for TLD .RU and .РФ introduced the practice 
of cooperation with organizations authorized to detect malicious activity
on the internet. The Competent organizations provide Coordination Center 
and Accreditated Registrars with information on websites related to
illegal content, malware, phishing, botnet controllers and other 
malicious activity within .RU and .РФ  

Any internet user can complaint about  a detected case 
of the unlawful use of domain names to the HOTLINE or 
via a special competent organization`s feedback form.
Action will be taken immediately!

After the reason for blocking is eliminated,
the domain name Registrant         can directly
request the Competent Organization
to restore the domain name delegation

If malicous activity
is detected or confirmed
the Competent organization
requests the Registrar to 
terminate the domain name delegation

5.7. The Registrar may terminate domain name delegation
upon receiving a substantiated request from an organization 
designared by the Coordination Center as a competent 
for identifying online violations (malicious activity)

Targeting treatment
based on the category of malicious activity 
allows to minimize the response time 
as much as possible

Phishing

Malware

Botnet controllers

Unauthorized access to information systems

Illegal content (children porno, drug dealing,  
promotion of violence, etc.)

INTERACTION WITH COMPETENT ORGANIZATION

How user complaints are processed 
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ORGANIZATIONS
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ORGANIZATION

   DOMAIN NAME 
   REGISTRANT

DOMAIN NAME
REGISTRAR

Any user can complaint about  
detected malicious activity  
to HOTLINE or via a special
competent organiztion`s
Feedback form

The Registrar HAS THE RIGHT 
to terminate the domain name 
delegation at the request of 
a competent organization and 
inform the registrant about the 
reason of blocking and the competent
organization that initiated the blocking 

Competent organization
examinates the web site 
for malicious activity 

INSPECTION TAKES
1-2 WORK DAYS 

Terms and Conditions of Domain Name Registration in .RU/.РФ:

MALICIOUS ACTIVITY BY CATEGORY


